Firewall connection to dual-core switch

Overview

Yes, if you add a second core switch, you would need to add a second firewall for
redundancy. You can configure the firewalls as active/standby, so when one firewall
fails all traffic uses the other firewall. There is a VLAN for each ISP set up on the
switch. Two of VLAN's are for our current network, with one. We're going to install two
48 port SFP+ switches at a co-location facility that will house all of our primary
servers and storage. Our provider will add our 10 gig ring to our rack and normally
they handoff one 10gig fiber to us. Can | setup HA (Active/Passive) on a Fortigate 70F
or 80F over a VLAN between these two sever/network-rooms over the core-switches
instead of directly interconnecting the. Routing on firewall or core switches?

Hello, In my assignment | have to design a network with following components:
Configuration: @ Both of the firewalls should be in cluster (HA) @ Both ISP's should be
in active-passive mode with dependency with the firewall cluster.
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Article Content
Routing on firewall or core switches? : r/networking

In my research I'"'m getting mixed suggestions - Some say that core switches are for
routing, when others say that core switches have to be as fast as possible and have
minimal tasks dedicated to them.

Two Fortigate firewalls and one Cisco layer 3 core

My client bought one Cisco layer 3 switch and two Fortigate Firewalls. His
requirement is like, two firewalls will be in HA mode and they will be the uplink

Dual Firewall Design& Routing

We need to implement a dual firewall (ASA"s) solution to provide some connectivity
between 2 separate Networks that are in the same physical location.

How to Set Up a Dual Firewall DMZ: A Step-by-Step Guide

Upon ensuring that everything is correctly set up and fully operational, your dual
firewall DMZ is ready to safeguard your network, hosting sensitive services in the
DMZ while keeping your

Single firewall with 2 core switches

Hi All Following is my requirement. Two different WAN links get connected to the
firewall via two routers.(Different ip subnets).l need to get this

Splitting a single ISP line through a core switch to 2 firewalls best ...

You have a single point of failure by connecting the single ISP line into a single switch
(even if it is stacked) which is then breaking out to two firewalls. Not the worst thing
in the world but ideally this

Internet Connection Termination: Core Switch vs Firewall

| recently had a spirited discussion with a colleague about the best practice for
terminating internet connections in a corporate network setup. My colleague argued
that internet connections should not

Catalyst SD-WAN Dual Router High Availability with NGFW

Introduction Achieving high availability in Catalyst SD-WAN deployments requires a
multi-faceted approach. This strategy encompasses device redundancy through
multiple routers, switches, and

Internet connection to two core switches

Hi, | want to add some redundancy to my network by adding one more core switch.
The problem is that | have only one internet connection. What is the best practice to
have network access
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Link between Firewall and Core Switches : r/networking

Link between Firewall and Core Switches We will soon be deploying some core
switches. When going upstream (towards outside) from the core L3 switches to a set
of firewalls, I'"'m unsure if the the links

Best Practices

You could also use a modular switch for your core with two power supplies, two
controllers, and redundant cooling and pretty much head off the

Configuration example for dual firewall setup needed

@ budspencer said in Configuration example for dual firewall setup needed: | have
tried too many things to list, Yet you can't seem to list the

Stack or separate core switching (x690)

We''re going to install two 48 port SFP+ switches at a co-location facility that will
house all of our primary servers and storage. Both x690 switches have the core
licence and will do layer 3. Our

Connecting Core switch to firewall

Hi guys, | have a 3750X four-switch stack acting as the core of a fairly simple LAN. All
| need to achieve (and this seems inordinately hard, but it is entirely likely that I''m
just being dense) is

ISP Hooked Up to Core Switch First... Instead of Straight

If you have a seperate switching infrastructure, if the router or WAN switch is
compromised then there is much less danger of an internal breach as theres no

FortiSwitchOS Switching Reference Architecture Guide

Even though it is not going to be used for the same purpose, it is common that the
connection of dual-attached servers, storage, and other network-based services
connect at this level or have their own

| finally grasp how to split up an ISP connection for two firewalls ...

Let's say that you have an ISP connection with only one handoff. But for whatever
reason, you need to run two firewalls with it. You can do that, using a switch! You
could even do this with a dumb switch,

Network Design: Dual ISP, DMZ, and the Network Edge

The larger network with more connections and resiliency requirements will typically
have a set of dedicated DMZ switches for the various router, firewall

Multiple ISP Connectivity & Redundancy Options

© 2026 Heavy Shelters & Site Power Infrastructure - All rights reserved



Page 4/5

Dual Internal Switches The same ISP failure scenario applies as with the previous
topologies. If ISP 1 fails, the firewalls or active firewall can failover

Integrate Redundant Solution for Secure Firewall and L3

This document describes a best practice for redundant connections between Cisco
Catalyst Switches and Cisco Secure Firewalls on High Availability.

How to Connect Cisco switch for two firewalls

We are using the switch so we can connect both firewalls to the same two ISP''s.
There is a VLAN for each ISP set up on the switch. There are three

| finally grasp how to split up an ISP connection for two firewalls ...

Configure 3 ports on your switch to be in the same VLAN. Don''t use one of your
production VLANSs. Let''s say you choose VLAN 500. 2.) Connect your ISP handoff to
one of those ports. Then, connect the

Recommendation for a connection between Core Switch and Firewall

Hello, I am asking myself what others recommend for the connection between core
switch and Firewall. The setup is the following: Two Catalyst 9300 Core switches in
stack. The stack

Single firewall connect to 2 core switches

Yes, firewall will create an aggregation port and assign an ip address, and connect to
2x layer 2 switches (Cisco 2960), which is access port, then the

Fortigate HA over two internal switches (two core setups)

You can configure HA (Active/Passive) on a FortiGate 70F or 80F using a VLAN over
your core-switches. While this is less conventional than a direct connection, it"'s
feasible provided the

Understanding Dual Firewall DMZ Architecture: Enhancing Network ...

What is Dual Firewall DMZ Architecture? At its core, the Dual Firewall Demilitarized
Zone (DMZ) architecture refers to a network setup where two firewall devices are
used instead of one,
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Contact Us

For more information, pricing, or custom solutions, please contact us:

Website: https://tooltechnologyapplication.com.pl

Email: info@tooltechnologyapplication.com.pl

Phone: +49 69 3527 4819

Address: Neue Mainzer Stralle 66, 60311 Frankfurt, Germany

This document is for informational purposes only. Specifications subject to
change without notice.
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